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Abstract

As we are becoming a digital society, it is very important for us to
protect the security of personal identity in any transactions. One of the
efforts to maintain the security of personal identity is by unrevealed our data
more than necessary. Anonymous credential allows an organization to give a
credential to a user. This credential consists of user attribute such as address
and date of birth. By using this credential, the user can prove the ownership
to the third party without revealing the information that contained in
credential information more than necessary. This paper proposes secure e-
health system that focuses on proving protocol to reveal and prove some of
the patient attributes while others remain hidden, so the security of personal
identity more awake. The experimental results showed that the
computational time of each proving protocol less than 1 second.
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Introduction

Currently, there are many using the Internet to access a variety of
information about e-commerce, e-banking, and e-health, so the number of
electronic transactions is increasing. One of the efforts to secure transactions
is authentication by a variety of media including mobile phone, RFID tags,
and also electronic identity card. The authentication mechanism requires the
information of user’s personal identity, and this leads to reduced privacy of
users because the transactions can be linked. Lack of privacy is a big
problem in the case of trust of the user.

Anonymous credential is a technology that allows an organization to
give a credential to a user (Bichsel et.al, 2009). This credential consists of
user attribute such as address and date of birth. By using this credential, the
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user can prove the ownership to the third party without revealing the
information that contained in credential information more than necessary
(Yuliana et.al, 2014). For instance, the user can prove the ownership of a
credential that contains the user aged over 21 by using an ID card, by not
revealing other data unnecessary. This is the reason why anonymous
credential becoming very popular because the system can minimize the
misuse of data by parties who are not responsible.

There are many types of research about anonymous credential with
various methods or algorithms (Yuliana et.al, 2015). In addition to the basic
functions of an anonymous credential, there is some research on the
development of anonymous credentials such as enhancement of proving
attributes (Belenky et al, 2009), an efficiency of coding attributes
(Sudarsono et al, 2011), and implementation on Java card (Camenisch et al,
2008). However, that research only focuses on the computational complexity
of each scheme, rarely that focus on the implementation and performance of
the system.

In this research, it will be proposed secure e-health system that can
improve the security of personal identity using anonymous credential. This
system allows the user to reveal and prove some of the attributes while
others remain hidden not only using CL signature but also by logical
relations proof that includes AND, OR, NOT relations on several attributes,
so the security of personal identity more awake.

We structure the remainder of this paper as follows. In section 2,
related works of personal identity are described, and logic relation proof will
be explained. In section 3, we describe secure e-health system design. The
proposed secure e-health system will be discussed in section 4. A prototype
implementation and performance measurement will be tested at section 5.
Finally, we conclude our paper at section 6.

Related Works

Some research discusses the authentication system to secure personal
data (Maji et al, 2011), and also anonymous authentication in e-health
system which satisfies patient’s personal information protection (i.e., health
status information) from other patients, doctors, or pharmacists using
Anonymous Credential System based CL signature and construct the system
by Java programming language (Yuliana et.al, 2014).

The other authors extend the anonymous credential such that
selection of attributes disclosure becomes more efficient by encoding
attributes as prime numbers (Guo et al, 2013). This method provides
significant advantages for a device that has limited computing capabilities
such as smart card. Some other research also discusses the efficiency of
attributes, thereby reducing computational complexity (Guo et al, 2014).
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Anonymous credential system allows users to prove the ownership of
the credential, by minimizing the disclosure of information. Some research
extends proving protocol of anonymous credential based CL-signature with
logic relation proof that includes AND, OR and NOT (Guo et al, 2014). The
results show the complexity of computational is constantly based on the
amount of exponentiation and pairing. Other researchers discuss security in
e-health systems that focused on the security of e commerce, not personal
identity (Androulaki et al, 2011).

Logic Relations Proof

Anonymous system consists of several rules for issuers, recipients,
users, and verifiers. On issuing protocol, credential created by the issuers,
and recipients will prove the ownership of credential by using proving
protocol to the verifiers. Assumed users obtain CL credential that consists of
E, for example, signature(4, e, v) on the message m, and m; where m; = E.

AND Relation

Users convince the verifier that credential contains an attribute with a
specific value by using AND relation. Assumed attribute encode with prime
e;, proving that can be done to convince the verifier that e; part of E is:

PK{(S,U’, Ho, ,L[i) ,
Z = +R¥(R)" 45¥' (mod n) A
o £ {0,1}tm A pife £ {0,1}imt A
g€ [2le71 + 1,20 — 1]} (1)
n is 2 primes and t to be worth +1. If Z = +RXRFA’2S”" then RF =

(Rfj)uland E = e;ui(modp'q’), so E = e;u; to be worth integer and e; is
a factor of E.
If there are some attributes that encode with primes e;, e;, e; then
proving that can be done to convince the verifier e;, e;,e; partof E'is:
PK{(S, U,r Ko, ,Lli) ,
Z = +RM(RIIN) 457" (mod n) A
Ho€ £ {0,1}'™ A pje £+ {0,1}'m 3k A
g €2l 1 + 1,2l — 1]} (2)
NOT Relation
Users convince the verifier that credential does not contain an
attribute with a specific value by using NOT relation. Proving that e; t E can
be done by showing that akE + be; = 1, where a and b would not exist if
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ej|E. After getting a value of a and b, users generate random number r and
compute commitment D = gEh"mod n to be sent to the verifier.

PK{(&,v', uo, i1, @, B, p, p'):

Z = +RMRM 4257 (mod n) A

D = +g"hPmodn A g = +D*(g)PhP"mod n A

ol € T {0,1}m A ge[2le™t + 1,2 — 1] (3)
From D =+g*hPmodn and g = +D%(g%)Ph?"modn, it could be
calculated g = +g*1*hP%(g®)PhP’. If user calculates loggsh then pya +
e;f = 1. a and B will exist if e; and u, are co-prime so e;|u;. Because u,
contained in CL signature, then it can be concluded that e; is not one of the
attribute that encodes in y;.

OR Relation

Users convince the verifier that credential contains one of the
attributes with a specific value by using OR relation. Proving that credential
contains one of the attributes {ey,...,e;} could be done by sending
Commitment D to verifier using this protocol:

PK{(E, U’, Ho, U1, @, P, p,):
Z = +RE°RIA'2SY' (mod 1) A
D = +g*1*hPmodn /\gmei = +D%hP'modn A
po i€ £ {0,1}m A ge[2e7 + 1,2 — 1] (4)
Credential contained an attribute e, so we get the value of a where
ae = [[te;. If e isnotin the list a then e does not divide the product.

The Proposed Secure E-Health System Design

In this section will be proposed a system that can improve the
security of personal identity by using anonymous credential system.. This
system allows the user to reveal and prove some of the attributes while
others remain hidden, so the security of personal identity more awake.

Privacy Requirements

The ability of the existing system in the hospital to maintain the
privacy of personal identity of patients will increase the trust. Doctors only
know partial information of the patient's personal identity.

Security Requirements
There are two types of attributes, namely strong and weak attributes.
Strong attributes are unique for each user such as address, and phone number
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while weak attributes could be the same for each user such as name, and
blood type. In this system, the strong attributes contain sensitive information
that remained hidden when proving while weak attributes will be revealed.
Disclosure of weak attributes must fulfill the security requirements where the
user can select the attributes that will be revealed to prevent the disclosure of
more information than required.

Proof of Attributes Protocol

user doctor

E-health server

Consult a doctor

Autentication using e-id
Verification of patient’s
credential

Autentication using e-id
Verification of doctor’s
credential

Access a patient’s health
medical record

Provide a patient’s
health medical record
Examine and
diagnose patients

update patient’s health
medical record

receive update patient’s
health medical record

Prescribe and payment
receipt

receive prescribe and
payment receipt

Figure 1. Protocol of consult a doctor.

In this research, a credential from several attributes loaded into e-id,
where e-id is obtained during the process of registration and used for the
authentication process. Fig. 1 shows the protocol when consulting a doctor.
It can be seen that the doctor can see the patient's health medical record if the
authentication success performed by doctors and patients.

Prototype Implementation and proof of attributes testing

In this section will be explained the implementation of the prototype
system, the results of testing proving algorithms and system performance.
Specifications of Personal Computer can be seen in Table 1 and RFID reader
and tag can be seen in Fig. 2.

381



Table 1. Specification of Personal Computer
Specifications Remarks
Microsoft Windows 7
Professional 64-Bit (Build 7601)
Intel Core i5-2450M (2.50 GHz,
3MB L3 Cache) (4 CPUs)
Memory 8 GB RAM

Operation System

Processor

EM ...

EM4305

RIS

512 bit EEPROM

125KHz

1S011784/785 A
>+

8. B G, AR QF5EF wf xikss. con

Figure 2. RFID reader and tag

Attributes are information that used during the registration process, in
which the attributes information consists of name, issuance modes
(known, hidden) and type (int, String, enumeration). Figure 3 shows the
registration form, in which the attributes that are used include name,
address, phone number, identity card number, sex, birth date, blood type,
civil status, and employment. Address, phone number, and identity card
number are strong attributes and the others are weak attributes. the
issuance mode of strong attributes are hidden and weak attributes are
known, so the user that acts as prover knows all the attribute values but
the verifier only knows weak attributes.

Name [yutiana |
Address |surabaya |
Phone Number |08155402453

Identity Card Number |?8965¢328? |
Sex  Male ® Female

Birth Date [23-Januar-2015 |
Blood Type lo |
Civil Status @® Married ) Not Married
Employment |Le|:turer

Figure 3. Registration form.
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Proof of Attributes Testing
In this section will be performed some testing which includes proof
of CL signature, proof of AND, OR and NOT relations.

Proof of CL Signature

In this experimental test, it will be proved that the value of 4, e, v are
the signature of attributes. Fig. 3 show the example of signature from 9
attributes. The value that will be obtained when authentication and
verification process is the success are t (proof process) and £ (verify process)
can be seen in Fig. 5. The test results showed that the proof is not rejected.

Signature

tB78053...153885(10Z3)
:Z59344 . 433383 (537)

7208982 .. .150372 (1427)
number of attributes -3

)

idl : name
idZ : address
id3 : phone number
id4 : identity card number
id5 : =zex
ide : kirth date
id7 : blood type
id8 : ecivil status
id3 : employment
Figure 4. Example of signature

proof CL signature
values of t : 34587812379099334578532606578020538613045585¢(

wverify CL signature
values of t hat : 3458781237309933457853260697802059861304!

Figure 5. Proof and verify CL Signature

Proof of AND Relation

In this experimental test, it will be proved that the patient will get
medical check fee discount if the patient was a lecturer and not married. The
value that will be obtained when authentication and verification process is
the success are C, C, (proof process) and C, C, (verify process) that can be
seen in Fig. 6. The test results showed that the proof is not rejected and the
patient can get medical check fee discount.
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proof
id 1:
wvalue
wvalue
wvalue

AND relation

lecturer and id 2: not married

of t
of C :

of C zero :

wverify BND relation
of C hat:

wvalue
wvalue

of C zero hat

1175642345567707665554335667788654753
: 2328350484746646474748454545454

Figure 6. Proof and verify AND relation

Proof of OR Relation

In this experimental test, it will be proved that the patient will get
medical check fee discount if the patient was a lecturer or not married. The
value that will be obtained when authentication and verification process
success is Ty, Ty, Ts, Ty, Ts, T (proof process) and Ty, Ty, Ts, Ty, Ts, Ty (verify
process) that can be seen in Fig. 7. The test results showed that the proof is

not rejected and the patient can get medical check fee discount.

proof

id 1:
wvalue
wvalue
wvalue
wvalue
wvalue
wvalue

wvalue

wverify OR relation

: 435367384503735126732835353837377=
: 5367383533 73¢0c0363036363 063636383 6E
: 163737383539393552203937829363833¢
: 47Z851242739651437309027354527253¢
: 35353662373676533899303035376767TTE

wvalue
wvalue
wvalue
wvalue
wvalue
wvalue

Proof of NOT Relati

OB relation

lecturer or id 2: not married

of ©

of T1
of T2
of T3
of T4
of TS
of T&

of T1
of Tz
of T3
of T4
of TS
of Te

: 43536738490373512673283939383737737331
- B3673B39937360363030363063636363638252
- 1637373839393939522039378293638393712%
- 4728912427396514373090273545272938373¢E
: 3535366297367653389930303337676778383E
: Z23245256677269040846652262 78983637388

hat
hat
hat
hat
hat
hat

23245256677236504084665326278983637

Figure 7. Proof and verify OR relation

on

In this experimental test, it will be proved that the patient will get
medical check fee discount if the patient's civil status not married. The value
that will be obtained when authentication and verification process is the
success are C, C, (proof process) and C, C. (verify process) that can be seen
in Fig. 8. The test results showed that the proof is not rejected and the patient
can get medical check fee discount.
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pronof NOT Belation

idl - not married

walues of C : 14353838422
(1

values of C comm - Z352

237894340484 7445545454558474853443

237427864746546347283758500087308

werify NOT Belation

values of C hat : 14353638422
(13

values of C comm hat : 2352

Figure 8. Proof and verify NOT relation

54540484 744884545456847465!

378
3742786474654634726375850008"

&
2

E-Health System Performance

In this section will be tested computational time for proving protocol.
There are 3 kinds of schemes, namely testing for revealed, unrevealed and
combination. For proving protocol with all attributes revealed, the attributes
have issuance mode known, so when authentication process all of these
attributes will be revealed to the verifier. Fig. 9 shows the computational
time of proving protocol for 2 through 9 attributes. The test results show that
the computational time from 2 through 9 attributes do not have a lot of time
difference. The highest computational time is 0.8866 seconds occurs when
the number of attributes 9.

For proving protocol with attributes unrevealed, the attributes have
issuance mode hidden, so when authentication process all of these attributes
will not be revealed to the verifier. Fig. 10 shows the computational time of
proving protocol for 2 through 9 attributes. The test results show that the
computational time from 2 through 9 attributes do not have a lot of time
difference. The highest computational time is 0.91 seconds occurs when the
number of attributes 7.

Proving Protocol All Atributes Revealed

0.8329

Computational Time [ms)

Number of Attributes

Figure 9. Proving protocol with all attributes revealed
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Proving Protocol All Attributes Unrevealed

081
- osses 08786
0.8162
0790e 08119

08 07535 07462

07

06 -

04 -

03 -

0z

01 -

0 A : ; : :
2 3 7 B 5

NumbBer of Attrlsbutes

Computational Time [ms)
[=]
w

Figure 10. Proving protocol with all attributes unrevealed

For proving protocol with a combination of both attribute, the
attributes have issuance mode known and hidden, so when authentication
process some of these attributes will be revealed to the verifier and the others
remain hidden. Fig. 11 shows the computational time of proving protocol for
2 through 9 attributes. The test results show that the computational time from
2 through 9 attributes do not have a lot of time difference. The highest
computational time is 0.8426 seconds occurs when the number of attributes
3.

Proving Protocol Mix Attributes

0.86

0.8426
0.84

08311

0.821
0.82
0.8012
08
07872 .
078 O7736
0.7637
0.76
0.74
0.72 . . . .
8

Number of Atlrlbules

Computational Time [ms]

Figure 11. Proving Protocol with mix attributes
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Fig. 12 shows the comparison of computational time from 3 kinds of
proving protocol, where the results showed that no significant difference in
computational time for different number and types of attributes. The
computational time of proving protocol is less than 1 second.

Proving Protocol

L]

08 -

07 +

06

05 +

04 -+

03

Computational Time [ms)

0.2 4

01

Mumber of Attributes

Figure 12. Comparison of 3 kinds of proving protocol.

Conclusion

We proposed secure e-health system design that can be fulfilled the
privacy and security requirements. The system allows the user to reveal and
prove some of the attributes while others remain hidden, so the security of
personal identity will be more secure. Proof attributes testing includes the
selection of attributes disclosure, proof of CL signature, proof of AND, OR
and NOT relations. The computational time for each proving protocol is less
than 1 second. Overall it can be said that the system designed was able to
increase the security of personal identity, thereby reducing the misuse of
personal identity by unauthorized parties.
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